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Statistical System for Detection of Hackers

Abstract:

In this research we design a simple protection system to
detect Hackers, which can used different ways to access data. We
have given a simple idea for Hackers, and used statistical technique,
particularly, Arithmetic Mean and Standard Deviation, to design
intrusion detection system (IDS)
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Event 560 Object Access
Object Name *exe

Access Write Data
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Event Detail
Date  9/2/2010 Event ID: 529
Time: 2:09:56 pm Source: Security
User:  NT AUTCRITY/SYSTEM Type: Success Audit

Computer: KENNY Category: Logon/Log of
Descrintion
Object open

Object server  security

Object type file

Object name C-program

Files /Nescafe / communicator program /navigator Exe

New handle ID 144
Operation 1D 10.2819541
Process ID 220899488

Primary user name Administrator
Primary domain  Kenny
Primary login ID [0,0,0,8D7T]
Client user name
Client Domain
Client login ID
Accesses read- control
Synchronize
Read data[or list directory ]
Write data[ or add file]
Append data [ or add subdirectory or create Ptpelnstance ]
Read E.A
Write E.A
Read Attributes
Write Attributes

Prmleges
Data Byte Word:
Close previous Next Help

Writing to an Executable (V) Js&
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oan AU (el write Altitudes append (addle)write dit, write
Jds o< A L yuis allg A tribute chgdice 2sse (Fze s o2
write datacs s 2> 0 ¥ 5 L siSa calall (5583 pilae juln ¥ 5 I gida Jaal)
Jlaxinly Jawdl 138 (pe Al Gileglee GBS Saall (s Ala s
Jan sni ID & JBall Jane a8 «alS Jan 8 335a sall il sladll
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33,85l Calaa YL A5 Hlia 3adatiall CalaalY) laa Juli g cclaa¥l o cNEE g
s 25 Three failed logins sasiall caaall ol Ll e Jage Jlia g
Q\Q&A;\Q.Auzésjnl_“gmﬁw;@\ 138 ) (e ae H (de g ) S ]
O il | pl) AISTALE ol Hla ld Ladla ¢ S5 pasisall ¢ ST piga & 550
et Jaal) ¢ gl Cowboys claiia oo (Y Ghia B ol AlalS Coial
5 LaY) oda o Aliall cld s LY oL Slela ¢ laa Zailisale s i Al
Gaga Ealaayl G el g Slaal) e de sans 4 el Calaal) saaxid)
Pl () i pgd ae Aleliie Three failed login s (Y) JSS & ekl
o ) allaill 8 g A0 Al b iiil) o cOMBLEN CalaaY)
Z\M}.m u}ﬁ a8 cooalalle @l &= c\A; a).ﬁ:\_m 'BJL&:)_” L;J u)\ﬂhﬂ\ (.;;:wd\
il () e A T e JE Jisa e e 3l 2as3 ) (Raall (a9
Cplaall o sl u¥IL e daliall Sl (palae e L3ST gl aal g
ID &) e by 4 s Jaee Q) Jpone e Gl Jasad) 3 Aonilial)

JsY)
Field Pattern
Event 529 Failed
Logon Type 2(Interactive)
Field Pattern
Event 529 Failed
Logon Type 2(Interactive)
User ID User from pervious
Field Pattern
Event 529 Failed
Logon Type 2(Interactive)
User ID User from pervious

Multi-event Signature: Three Failed Logins (Y) Js&
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83 ke Cilaaly Cllas SO a3 HLEN Aglad) e 3l Clad) Ay 50
A login J&d Laa dys i oda eday (V) JS&N . Kenny 2 de Coas (s
Shiall Alladl 8 Jasal) 138 (5 6SH e ) el g Adaged) CRISH (e A g pan
Q) 138 s ) el Gaaall ) (8 e glaa a3 Y @l o Lagl BaY
S Al el al @i of ) (User) sl suly g ¢ 4l addial aul

OSaall (e Baa e Claslaa a5 ogin ¢l sl cllay System Jaudl

Date Time source category Event User Computer

9-2-2010 2:10:07pm security Detailed Tracking 592 Administrator KENNY
9-2-2010 2:10:02pm security Detailed Tracking 592 SYSTEM KENNY
9-2-2010 2:10:02pm security Detailed Tracking 592 SYSTEM KENNY
9-2-2010 2:10:01pm security Logon / Logoff 538 Administrator KENNY
9-2-2010 2:10:01pm security Privilege Use 576 Administrator ~ KENNY
9-2-2010 2:10:01pm security Logon / Logoff 528 Administrator ~ KENNY
9-2-2010 2:10:00pm security Privilege Use 576 Administrator KENNY
9-2-2010 2:10:00pm security Logon / Logoff 528 Administrator KENNY
9-2-2010 2:09:56pm security Logon / Logoff 529 SYSTEM KENNY
9-2-2010 2:09:53pm security Logon / Logoff 529 SYSTEM KENNY
9-2-2010 2:09:50pm security Logon / Logoff 529 SYSTEM KENNY
9-2-2010 2:09:43pm security Detailed Tracking 593 Administrator KENNY
9-2-2010 2:09:28pm security Detailed Tracking 593 Administrator KENNY
9-2-2010 2:09:28pm security Detailed Tracking 593 Administrator KENNY

Three Failed Login Attempts (¥) J<

Sas Lyl s Administrator Jsaall Jslay dus Logins O 4y
WS 5 G yma adl axdiidl and s Jidll G ()5 Jelis Jogins s
s )5 b e st Failed login IS of digall s Lgu )
558 cllad ¥ L < AdaaDle (e A 5 el AWlS) padtiiall gy aa (Guiliia
S L) 2l s JlaiV) aey s ol i login Al aadiudl e
administrator s licl il gl Ol 3 0ale administrator <—Slaas
sda A 4y aat (gl 3alal) (g g g ae g3 (e Al JOgin aul (e

[19] Sendl il ddida 5 ga 5 HLEY)
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Sy e Al @l L) Lasl s WS o aaeiall Casadll il L)
a5 SIA Jas Glaal ) i Al saaeid) Ciliscadll EifaaY)
asnedl 05K Lavie ()5S Ay pu) Cilangl) e iU Buia 3aial) Cilipadl)
= Three failed loginsd! 3 LaY) cayjas A (¢) JS& ladl, dawy
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Field Pattern

Event 529 Failed Login
Logon Type 2(Interactive)
User Name Administrator
Target Name

1

Field Pattern

Event 529 Failed Login
Logon Type 2(Interactive)
User Name Administrator
Target Name

1

Field Pattern

Event 529 Failed Login
Logon Type 2(Interactive)
User Name Administrator
Target Name

(%) Jsa
Multi-Host Signature: Three Failed Logins access
Multiple targets
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